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Resolving Emergent Issues In Cyber Security:
Vulnerability Markets



How do white markets influence black market
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What is the lifecycle of cybercrime?
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How do bug bounty programs influence
vulnerability supply?
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Bounty Evolution: $100,000 for New Mitigation Bypass Techniques
Wanted Dead or Alive

“Microsoft is announcing the first evolution of its bounty programs, first
announced in June of 2013. We are expanding the pool of talent who
can participate and submit novel mitigation bypass techniques and
defensive ideas to include responders and forensic experts who find
active attacks in the wild.”

- Katie Moussouris, BlueHat Blog
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How does State investment in cyber
capability influence foreign behavior?
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“The Chinese are conducting espionage on a massive scale. [If we]
ban sales of ... exploits to the U.S. and European allies ... the only
possible outcome is that the Chinese will increase their internal
production and skills and the...West will fall behind.”

-Grugq, third party broker

Greenberg, Forbes



Cyber Security Challenge: Resolving Problems
As Part Of A Larger System

Bug Bounty Vulnerability Suppl State Actor Market Influence

Cyber Crime Litecyle

White/Black Market Competitidffers



Summary

Cybersecurity solutions require a holistic
approach

Systems modeling considers, behavior,
management, policy and technology

The case of patching and software quality
provide insights into timing and approaches

Bug bounty programs and vulnerability
markets have significant effect on security and
the cyber ecosystem



