Cybersecurity at
A

LT
MIT Sloan

Perception is reality.
Behavior is based on
what people
perceive, more than
on what is really

happening.

Cybersecurity at MIT Sloan

Interdisciplinary Consortium for Improving Critical Infrastructure Cybersecurity, (IC)’

House of Security: Assessing Cybersecurity Readiness

Cybersecurity at MIT Sloan brings together thought leaders from industry,
academia and government with MIT faculty, researchers and students to address
strategy, management, governance and organization of cybersecurity of critical
infrastructure using an interdisciplinary approach.

Closing the Gap Between Cybersecurity Perception
and Reality

Perception of cybersecurity is at the heart of how an organization manages risks
because behavior is based on what is perceived. Research conducted by
Cybersecurity at MIT Sloan studies organizational constructs such as
accessibility, integrity, security policies, culture, etc. to develop a picture of the
perception of cybersecurity. This research has been used to assess different
organizations as well as different groups within an organization. For example, in
one study, information technology professionals were found to have a different
perception of cybersecurity than operational technology professionals within a
company. Furthermore, when applied to different levels of management,
executives were found to have different cybersecurity concerns than lower level
managers. The next question is why—why are these perceptions different?

IMPACT: Understanding the differences in perception can assist leaders in
developing actions that reduce cyber security risk and increase overall security of

their infrastructure.
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Cybersecurity at MIT Sloan welcomes funding from sponsors for general support of the
consortium research, and from organizations interested in specific research topics. All
members and sponsors receive invitations to consortium events and activities, and access
to consortium research, websites, and newsletters. For more information, visit
https://ic3.mit.edu or contact:

Dr. Stuart Madnick ¢ Professor and Director * smadnick@mit.edu

Dr. Michael Siegel ¢ Director *» msiegel@mit.edu

Dr. Keri Pearlson ¢ Executive Director * kerip@mit.edu



