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Think Security IAP Agenda

Draft Jan. 5, 2018

Cybersecurity at MIT Sloan Research Consortium
with Kaspersky Labs
Tuesday, January 23 - Friday, January 26, 2018

Location: MIT Sloan School of Management
70 Memorial Drive, Room E51-057, Cambridge, MA 02142

Technical Day 1: Tuesday, Jan. 23 Managerial Day 1: Thursday, Jan. 25
9:30-10:00 Sign-in & Refreshments 9:30-10:00 Sign-in & Refreshments
10:00 Welcome and Introduction 10:00 Welcome and Introduction
10:30 The Story of Discovering BlackEnergy?2 10:15 Using the NIST Framework for Policy and
Malware Management
11:00 "loT the Hard Way": Introduction to loT 11:15 CISO Role and Cybersecurity Metrics
Security and Hands-On Exercises 12:15-1:15 Lunch
1:00-2:00 Lunch 1:15 Building a Cybersecurity Culture
2:00 Hunting for APTs with YARA Rules 3:00 Break
3:30 Binary Exploitation in the Real World 3:15 Sergey Novikov: What is the Strategy of
4:30-5:00 Wrap-up and Post-Class Refreshments and | ™
Networking the Bad Guys? Threat Landscape: Today
and Tomorrow
4:00 Table Top Exercise- Learning to Respond
to a Breach
5:00-5:30  Wrap-up and Post-Class Refreshments
and Networking
Technical Day 2: Wednesday, Jan. 24 Managerial Day 2: Friday, Jan. 26
9:30-10:00 Sign-in & Refreshments 9:30-10:00 Sign-in & Refreshments
10:00 Research and demonstrations on 10:00 Day 1 Review and Agenda for Day 2
Gemalto products 10:15 Kaspersky Cyber Safety Mgt Game
11:00 Kaspersky Industrial CTF Experience 12:15-1:00 Lunch
1:00-2:00 Lunch 1:00 Building a Cybersecurity Plan
2:00 CTF game with prizes 3:00 Lessons Learned and Certificates for
3:30 Certificates for Technical Workshop Managerial Workshop completion
completion 4:00-5:00 Wrap-up and Post-Class Refreshments
4:00-4:30 Wrap-up and Post-Class Refreshments and Networking
and Networking

For more information, visit these websites:

IAP registration and information: http://bit.ly/MITThinkSecurity2018
Cybersecurity at MIT Sloan: http://ic3.mit.edu

Kaspersky Lab Academy: https://academy.kaspersky.com



http://bit.ly/MITThinkSecurity2018
http://ic3.mit.edu/
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